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Abstract. The Digital Product Passport (DPP) is an emergent information
system that will support conducting circular economy practices with informa-
tion about a product’s hardware changes along its lifecycle. Diverse circular
economy actors will add and use information to a product’s DPP. Actors
include product manufacturers, and we explore how value chain operators,
including repairers, refurbishers, and recyclers, can also update it, keeping
updated product hardware information available to end users. This paper
focuses on a distributed search and lookup service for DPPs. We have de-
signed and prototyped this distributed search service within a DPP system for
circular ICT goods. We show that the search service allows end users to find
DPPs and validate the obtained information and actors involved in terms of
integrity and authenticity. Our prototype is built with a set of microservices,
where a verifiable data registry implemented with a DLT provides a shared
source of truth and chain of trust for the different events and actors that
modify the DPP information of a product item during the product’s lifetime.
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1 Introduction

As part of the effort to increase the sustainability of products, the Digital Product
Passport (DPP) is a system aiming at improving the circularity and environmental
sustainability of products. In July 2024, the “Ecodesign for Sustainable Products
Regulation” (ESPR) entered into force, which in articles 9 to 15 draws the principal
elements of the future DPP [I]. The DPP will be obligatory for various products,
commencing with batteries and extending to electronic devices, textiles, etc. On the
global scope, ITU-T recommendations about the DPP for ICT goods were published
in [2] and [3], and there is an ongoing development of the UNTP B2B DPP [4].
The DPP will provide trusted product information related to sustainability, like
environmental footprints, and circularity, like events on repairs or refurbishment for the
second-hand market in a standardized format. The transparency of the data will facil-
itate the involvement of economic and independent actors in improving the circularity
of their processes throughout a product’s lifetime. The capacity of the DPP system
to deliver trust in the data is essential for every actor to make the correct informed


https://dsg.ac.upc.edu

2 F. Author et al.

decisions. Then, information about a product’s environmental footprint can be ac-
counted for, and more information and automation can improve the recycling process.
Repair, refurbishment, and reuse of products may increase and improve quality.

However, the path to the large-scale deployment of DPP systems faces many
challenges in becoming operational and effective. In [5], the issue of the many actors in
a product’s supply chain is highlighted. For an effective circular economy monitoring,
the DPP system must allow the diversity of actors (e.g., large manufacturers as well as
small refurbishers) to operate on a product’s DPP data. In [6], the implementation of
the future DPP is identified as a System-of-Systems, instead of a single technical sys-
tem. This increases the difficulty of the architecture which not only requires technical,
but also legal, semantic, and organizational interoperability. In [7], a set of six design
principles (holistic data capture, data privacy, decentralized data administration,
forgery-proof data, automated passport processing, and interoperability) are distilled
to guide the development of DPP systems.

Applying a bottom-up approach, we have prototyped a DPP system for the circular
management of ICT devices. Our prototype represents a DPP system where individual
devices have configurations, associated documents, associated metadata, and sub-
components. The prototype considers products at the item level of granularity. The
device data and documents part of the DPP are stored on a device inventory service
with multiple service instances. The system records proofs of the different events, such
as operations on the product item on a verifiable data registry, leveraging a distributed
ledger shared across all inventory service instances. Data adding and data retrieval in-
volves a verifiability service that provides trust in the DPP data. DPPs evolve through
newly issued DPPs that link to previous ones, according to an open-web model.

In this paper, we introduce the keyword and product identifier based search
service publicly available to find the DPPs for a product model or product item. In
an iterative process, we show how the user can refine the search process to obtain
guarantees on the authenticity of the looked-up data and actors involved. Furthermore,
we highlight key design decisions that can generalise a trusted distributed search
service to multiple DPP systems.

2 Background and related work

Several authors have conducted survey works on the DPP. For instance, Wicaksono
et al. [8] provide a recent review on DPP technologies and adoption. The authors
look at the dimensions of technological enablers, the effects of the DPP on circular
economy practices in the industrial sector, and the economic and regulatory impli-
cations of integrating the DPP. Their findings identify the Ecodesign for Sustainable
Products Regulation (ESPR) as a central regulation on which adoption should be
based in the EU. For data management, both the business perspective for handling
sensitive information and the consumer’s for being provided with a user-friendly
representation of data are remarked. Hence, DPP data along the product lifecycle
should be shareable with humans and machine-readable. Regarding technologies, the
role of Decentralized Identifiers (DIDs) anchored on a blockchain is highlighted.
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In Zhang et al. [9], the use cases of the DPP for a circular supply chain man-
agement are investigated. For this, the authors performed a literature review. As
part of the supply chain actor identification, the potential sustainability effect of the
DPP when used by repair shops, second-hand goods marketplaces, and recyclers is
analyzed. Several directions are identified to achieve sustainable and circular supply
chain management. The findings indicate the need to improve user engagement and
that increased trust in the supply chain would change user behaviour.

In the work of Garcia et al. [10], the focus is on DPP management using DIDs
and Verifiable Credentials (VCs). After analyzing the landscape of regulations and, in
particular, the specific requirements of the ESPR, the authors argue for a technical
solution based on DIDs and VCs. For this, they show to which extent the nine
identified requirements can be addressed with these techniques. Experiments that
measure performance are not part of this paper, but the technical issues and solutions
are discussed theoretically.

The work of Voulgaris et al. [TI] proposes a circular economy framework with
integrated DPP characteristics. The topic is addressed from the perspective of data
management. The authors review the technologies used for data collection, data
curation, data sharing, and data leverage. The fields of IoT for data collection, Al for
data curation, and blockchain for data leveraging and sharing are highlighted. The
paper comments that a thorough evaluation of combining the enabling technologies
is still lacking. At the same time, the adaptivity of the frameworks for the different
industries and application fields may be an issue for further research.

Within the works that have included a Distributed Ledger Technology (DLT)-
based verifiable data registry as part of the DPP prototype system, Nowacki et al. [12]
presented a technical architecture for a DPP system. The system is described from the
use case angle. It looks at the different stages of the lifetime of a product, resulting in
a use case framework where various actors, such as producers, manufacturers, retailers,
and consumers, are presented. The framework is mapped into a high-level technical
architecture. While end users are stated, their interactions within the architecture
of the DPP system are not further detailed. A DPP lookup function is introduced,
however not related to a search, instead, it uses a DPP identifier.

In light of the above works, reporting practically working prototypes with technical
operations seems to be still rather limited. While the works stress the importance
of integrating the user needs, both economic actor and consumer, most works seem
to focus on the economic actors of the supply chain while looking less at the end-user
needs of the DPP.

3 System Architecture

We focus on a DPP system for electronic devices (ICT goods), specifically second-hand
computers. The DPP system stores information about devices and records events
during the device’s lifetime in one among several inventory service instances. Each
device is associated with some data, such as specific documents about its configuration,
components, and environment data, and other product model-level documents, such
as manuals and certificates.
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Fig. 1. Architectural components and main interactions.

Devices are abstracted away as a chassis that wraps specific child components
that define a device configuration during its lifespan. Thus, DPPs in this system are
resolved through an identifier that results from the composition of a unique chassis
identifier (CHID) of the device (that is derived from the type, manufacturer, model,
and serial number) immutable during the product lifespan, plus a configuration
identifier, also known as product hardware identifier, (PHID) that can change when
internal components are substituted. For instance, in the case of a laptop, its config-
uration depends on the brand, model, and serial number. Should a main component,
such as its SSD drive, be changed, the physical chassis and its identifier will remain,
while the hardware configuration will change, leading to a new identifier. Thus, a new
DPP will have to be issued. This is a unique characteristic of this use case where the
product, the overarching device incarnated by its chassis and particular configuration,
is dynamic, flexible, and subject to eventual change.

Unique device identifiers (Chassis ID or CHID) can be looked up in the search
engine to find the DPP for each device configuration (Product Hardware ID or PHID).
The lookup process has been implemented in tandem with a DPP search engine.

The DPP system is operated by actors. We consider two main roles, an operator
and a consumer. The operator interacts with an inventory-like Web-based component
of the DPP system. The operator can create a new device (item level) in one inventory
service instance without previous information about the device’s identifier, typically
the instance operated by the product owner or the product refurbisher. If the device
already exists in the inventory system, the operator can add information about events
in the device’s lifespan, such as hardware changes. Operators authenticate and get
authorised according to their credentials as qualified independent operators with the
inventory system to report an operation that changed the product information and,
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therefore, the item’s DPP. The inventory system contains the DPP data. However,
to be able to trust these data, additional services with which the inventory interacts
must come into play to verify the authenticity of the data.

As part of the DPP system, many instances of the inventory system can exist
under different administrative domains used by various operators. The DPP data
stored in any inventory needs to be truthful, verifiable on integrity and authenticity.
For data integrity, a common verifiable data registry shared by all inventory service
instances is used. Each inventory then communicates summaries of the operations
on the devices under their inventory with the corresponding data to a verifiable data
registry as a ledger. Records about product-related operations stored in the verifiable
data registry contain hashes and metadata relating verifiability information with
the detailed DPP information on any DPP. For authenticity, operations and claims
are signed, and the signatures must be verifiable. A device can be transferred to
a new owner or operator and therefore its history and hardware configuration can
come from multiple service instances. The ledger can inform about these, with the
same CHID but different PHIDs and allow to find all and the current hardware
configuration and inventory service instances involved.

The consumer can search for any DPPs identifier recorded in the ledger through a
search service instance. A consumer can represent, for example, an end-user, auditor
or inspector, or a market surveillance authority. The consumer, however, is not a
registered user of an inventory system. The consumer’s usage of the DPP system
is to find DPPs, while an operator can write or modify the DPP data. For this,
the consumer accesses a search service aware of the DPPs created in the different
inventories. The approach we apply to make any search service knowledgeable about
the DPPs is to track the DPP summaries that are written to the verifiable data
registry. Therefore a search service instance feeds its index from the ledger as source
of truth and complements it with additional details from the corresponding DPP
inventory instances for each product item.

Figure [1] gives an overview of the system architecture. The two main actors, the
operator and the customer, appear. They interact with different components of the
DPP system. The inventory is built as a Web application that stores data about
devices in DPPs. It contains a REST interface to interact with other components and
a Web interface for the operator. Through the Web interface, the operator creates
events and uploads device data, e.g., to create a new DPP if the item does not exist,
or creates events, such as a hardware change on an existing DPP to issue an updated
one (same CHID but different PHID). The smart contracts in the DLT component
form the verifiable data registry, the ledger for summaries of the inventory’s data. A
blockchain-based implementation ensures the immutability of the data stored in the
smart contracts. The connector API facilitates abstracting the specifics of different
technological distributed ledger solutions.

The indexer component tracks metadata for the DPP search engine about DPP
creation operations that are processed through the connector API. Based on this data,
the search service can present DPP summaries to the consumer. On request, with
that metadata in the smart contract summaries, the DPP search engine can query
the inventory resolver to obtain the URL of the inventory instance containing the
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DPP data. Furthermore, the DID resolver component provides the DID document to
the search service to query the specific DPP about product details in the inventory.

For the authenticity of the data, we apply an European Blockchain Service In-
frastructure (EBSI)-compatible Trust Framework [13]. The actors, e.g., operators,
have DIDs. The DID document that contains an actor’s public key and its roles is
signed by a trusted issuer. An actor’s operation, such as DPP creation or an event
on an existing DPP, is signed with the key associated with the actor’s DID. The
DID verifiable data registry contains the information to validate the signature and
the role in the actor’s DID document (including accreditation for that role from an
authority, a Trusted Authority Organisation (TAO) or Trusted Issuer (TI) in EBSI
terms. When an operator conducts an operation, the signature and role are validated.
Similarly, when DPP data is obtained by the search service, the authenticity can be
verified by validating the chain of signatures.

4 Implementation

We have implemented a proof of concept prototype of the system architectureﬂ In
the following, we look more in-depth into the search function that the DPP provides.

4.1 Search user interface

Figure [2] shows the Web interface of the search service that is initially available to
the consumer. The user can conduct keyword-based research for DPPs or introduce
item-specific information to search for a specific DPP: the most recent associated
to the chassis CHID, the current DPP, or the corresponding to a specific hardware
configuration given by a CHID:PHID identifier.

DPP Search Engine

Hewlett Packard

Fig. 2. Search service initial Web user interface, for keyword- or item-based search.

When a keyword-based search is performed, a list of DPPs that match the key-
word (Figure [3) are returned. The user can click on one to obtain more details about
that device.

Figure [4] shows a more detailed view of a selected device. The user can click on
components to access detailed information or proofs to request data validation, as the
basis for this information comes from the ledger as the source of truth. The search
service provides a direct DPP inventory link. That will deliver the HTML-rendered
DPP informative details.

! Source code: https://gitlab.com/dsg-upc/ereuse-dpp/
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Found 3 DPPs:

Hewlett-Packard HP ProBook 450 G2

Chassis: Netbook

Manufacturer: Hewlett-Packard

Model: HP ProBook 450 G2

SKU: F5R46AV

Serial number: CND4286ZJ2

CHID: 0d178df11a988d7f13604a24751297bd802bc795e6019fe0baaef83e9b120434
PHID: 8759¢938586af8ab86dd8c92fb7edBe0af51126533366b5ce299d0cd8977c142

Hewlett-Packard HP ProBook 450 G2

Chassis: Netbook

Manufacturer: Hewlett-Packard

Model: HP ProBook 450 G2

SKU: F5R46AV

Serial number: CND4286ZJ2

CHID: 0d178df11a988d7f13604a24751297bd802bc795¢6019fe0baaef83e9b120434
PHID: 1f9d01a3c48b1470be33e3b29b42c482bab72b51e14dca7e2f2fe8b7279%e04a4

Hewlett-Packard HP ProBook 450 G2

Chassis: Netbook

Manufacturer: Hewlett-Packard

Model: HP ProBook 450 G2

SKU: F5R46AV

Serial number: CND4286ZJ3

CHID: 4fac7131d130490e4c3add40a3a715908ae4dfd678ded698f2139e8a85477b66
PHID: 122b88adb4a94e32e3e6b76dff3523019073F78b64447e9104579a286154893e

Fig. 3. Search service HTML rendering of information retrieved from indexer service.

Figure 5] shows the DPP product information retrieved from the inventory. Ren-
dered in HTML, it is presented in a user-friendly format. As introduced in section
the search service’s knowledge of DPPs is gained from capturing DPP creation events
recorded in the verifiable registry, specifically smart contracts in a blockchain-based
distributed ledger. The product’s DPP metadata in the smart contract record contains
the product identifier and inventory identifier, which allow the DPP Search Engine,
with the help of resolver services, to resolve the path to the full DPP data.

Figure [] exemplifies how the user can verify the DPP data through the search
service as a trusted third party. Specific events that changed the DPP information,
such as a DPP creation, can be verified by providing details about the event and the
actors involved. Verification of the signatures related to the found DPP information
is available through the trust chain validation.

4.2 Discussion of results

The DPP Search Service provides a trusted DPPs look-up function and a verification
function. The verification process obtains information from different sources on the
verifiable data registry. When an operator creates an event that is part of the prod-
uct’s DPP, its signature and role are verified, and the event metadata is stored in a
smart contract of a blockchain-based distributed ledger. Verifying the smart contract
metadata demonstrates the authenticity of the data. Verifying the trust chain implies
checking with a DID on the verifiable registry. Another smart contract is implemented
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1f9d01a3c48b1470be33e3b29b42c482bab72b51e14dca7e2f2feB8b7279e04a4 ~

Info Components Proofs

chassis: Netbook
manufacturer: Hewlett-Packard
model: HP ProBook 450 G2
serialNumber: CND42867J2
sku: F5R46AV

type: Laptop

version: A3009DD10303

Link to inventory DPP

Fig. 4. The search service offers ledger details combined with extended product information
from the corresponding inventory product item and a link to DPP details there.

Current Role: Operator

Hewlett-Packard HP ProBook 450 G2 HP ProBook 450 G2

@ e

Details Identifiers

Phid 0d178411a988d713604224751: 0d178df1:
ef83e9b120434

Type HP ProBook 450 G2
Manufacturer Hewlett-Packard
Model HP ProBook 450 G2

Serial Number CND42862J2

Components

manufacturer: AUO address: 64
model: LCD Monitor brand: Core is

productionDate: 2013-12-15T00:00:00 cores:2

refreshRate: 60 generation: 4

resolutionHeight: 768 manufacturer: Intel Corp.
resolutionwidth: 1366 model: ntel Core i54210U CPU @ 1.70GHz
serialNumber: None serialNumber: None

size: 15.529237982414482 speed: 149414

technology: LCD threads: 4

Fig. 5. Rendering of the product’s DPP in HTML format delivered by the inventory service.

in our prototype for this role verification. Still, in other implementations, the DID
verification may be an external third-party service used by the DPP system.

Our search service prototype uses an indexer service to track the creation of DPPs
when their metadata is written to the verifiable data registry. This demonstrates the
lookup and verification capability. However, it can be expected that this functionality
will be provided by a trusted DPP registry operated by regulators [I] following the
EBSI model [13].

The search engine prototype allows global searching and finding DPPs of products
starting from the metadata recorded in a verifiable data registry as the source for
trusted information. This solution chosen achieves that the search service is not
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1f9d01a3c48b1470be33e3b29b42c482bab72b51e14dca7e2f2fe8b7279e04a4 ~

Info Components Proofs

Proof type: DPP_creation M~

Creator: 0x9689c31ddc9fD8FOFcb98B7570E82893d9a7ES93

Document hash:
1f9d01a3c48b1470be33e3b29ba2c482bab72b51e14dca7e2f2fe8b7279e04a4

Hash algorithm: sha3-256
Inventory ID: DH1
Date: Thu Jan 09 2025 11:38:34 GMT+0100 (Central European Standard Time)

Block: 29

Trust chain ~

0x9689¢31ddc9fDBFOFcb98B7570E82893d9a7E593 [
Credential type: Operator

Fig. 6. The search service can validate for the user the DPP information it found.

restricted to the DPPs stored at a specific inventory instance but, through an inven-
tory resolver, can discover any DPP associated to a given product chassis even with
different hardware configurations at multiple inventory instances.

5 Conclusions

We presented a prototype of a trusted distributed search service that interacts with
a DPP system to find product item DPPs based on a keyword- or item-based search
for products that change along a long and circular lifespan. Starting from metadata
taken from a trusted and common verifiable data registry, the service allows the
users to obtain the complete and verified DPP information from DPP at multiple
inventory service instances. The implementation consists of an operational prototype
for demonstrating the search and verification functionalities.

Future work aims to understand the generalization opportunity of the search
service for application to other emerging DPP systems of different products. This
will involve analyzing which common source of truth and trust can be used and how
third-party services, e.g. DID verifiable data registries and verifiable credentials, can
be interconnected with the DPP system.
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